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How to Set Password Policy in SATATYA SAMAS?
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If the password is to be changed, you can set the
password strength as either low, medium or high
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It’s a good practice to change password from time to
time. You can now set the password reset interval.
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For 30 minutes

If a user exceeds the number of login attempts allowed with
an incorrect password, you can lock him for a certain period
of time.

…This feature is available from SATATYA SAMAS firmware version V1R3.

When you upgrade from SAMAS V1R2 to SAMAS V1R3, a
pop-up notification will ask you to create a password

Enter the password with at least one upper case, one
lowercase and one number. Then click on Create Password

Re-enter the password and click on login

Home page for Admin Client will open

Next, go to General Settings module

Go to Password Settings
As the Password Strength is set as Medium (M) by
default, the pop-up will appear while logging in the
very first time for setting the password with at
least 1 upper case, 1 lowercase and one number

You can set the minimum length
that a password should have

You can also select the strength of password as
required. The pop-up beside will show what a
password should contain for each level

You can enable the system to reset the
password after a desired interval of time in days

You can also impose a Lockout Policy for any account created in SAMAS

Enter the Maximum Failed Login Attempts
Allowed and Lock Account time in minutes

So, if any user enters an invalid password for 3 times, his account will be locked for 60 minutes

You can enable Restrict Password Re-use to prevent a user from using an old
password again. Enter the number of passwords that should be restricted

After you are done with the entire
configuration, click Apply to save the changes.
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